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TITLE OF THE INVENTION 
ELECTRONIC APPARATUS AND SERVICE PROVIDING METHOD USED 
IN THE ELECTRONIC APPARATUS 

CROSS-REFERENCE TO RELATED APPLICATIONS 
5 This application is based upon and claims the 

benefit of priority from prior Japanese Patent 
Application No. 2003-123702, filed April 28, 2003, the 
entire contents of which are incorporated herein by 
reference . 

10 BACKGROUND OF THE INVENTION 

1, Field of the Invention 

The present invention relates to an electronic 
apparatus that carries out communication with a 
plurality of devices via a network such as a home 
15 network and a method of providing each of the devices 

with service by the electronic apparatus. 

2. Description of the Related Art 

Recently, a home electrical device such as a TV 
and an audio system has been loaded with a communi- 

20 cation function for communicating with a network as 

communication technology and information processing 
technology progress- Accordingly, a home network 
system for connecting the home electrical devices needs 
to be configured. 

25 Jpn. Pat. Appln. KOKAI Publication No. 2001-53779 

discloses a home network gateway apparatus for 
connecting a home network to the Internet. This 
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apparatus serves to remotely control, home electrical 
devices, which are connected to a home network, from 
outside through the Internet. 

Recently, a position sensing system has been used 
5 as one for protecting elderly persons who wander away 

from home. The system senses a position of a mobile 
phone carried by an elderly person to find a place 
where he or she is wandering away from home. However, 
the system can specify a destination of an elderly 
10 person and not sense the moment when the person goes 

out of the house. 

It is therefore desired that a new system for 
protecting poriomaniacs using a home network should be 
achieved. 

15 In the near future, it is expected that not only 

home electrical devices are connected to each other but 

also a portable information processing apparatus such 

as a PDA (personal digital assistant) and a personal 
computer will be used as a device on a home network. 

20 Most portable information processing apparatuses such 

as a PDA and a personal computer have a wireless 
communication function. Such a portable information 
processing apparatus can serve as a mobile device. 
From now on, it is necessary to achieve a new home 

25 network system for linking a mobile device having a 

wireless communication function such as a PDA and a 
personal computer and a home electrical device such as 



a TV and an audio system* 

BRIEF SUMMARY OF THE INVENTION 
According to an embodiment of the present 
invention, there is provided an electronic apparatus 
comprising a communication device which communicates 
with a mobile device and a plurality of devices via a 
network, the mobile device being wirelessly connectable 
to the network/ a control unit configured to determine 
whether the mobile device is disconnected . from the 
network, and a message sending unit configured to send 
an alarm message to one of the devices by communication 
between the one of the devices and the communication 
device when the mobile device is disconnected from the 
network, the one of the devices being currently powered 
on . 

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING 

The- accompanying drawings, which are incorporated 
in and constitute a part of the specification, 
illustrate embodiments of the invention, and together 
with the general description given above and the 
detailed description of the embodiments given below, 
serve to explain the principles of the invention. 

FIG. 1 is a block diagram of a home network system 
according to an embodiment of the present invention. 

FIG. 2 is a block diagram of a home server in the 
home network system shown in FIG. 1. 

FIG. 3 is a chart of an automatic alarm message 



notifying operation in the home network system shown in 
FIG. 1. 

FIG. 4 is a flowchart of a procedure for the 
automatic alarm message notifying operation performed 
by the home server in the home network system shown in 
FIG. 1. 

FIG. 5 is a flowchart of an automatic alarm 
message notifying operation performed by the home 
server in the home network system shown in FIG. 1 using 
electronic mail. 

FIG. 6 is a flowchart of a power-of f-f orget 
preventing operation in the home network system shown 
in FIG. 1. 

FIG. 7 is a flowchart of a procedure for a device 
management information checking operation performed by 
a mobile device in the home network system shown in 
- FIG. 1. 

FIG. 8 is a flowchart of a procedure for an 
automatic power-off operation performed by the home 
server in the home network system shown in FIG. 1. 

DETAILED DESCRIPTION OF THE INVENTION 

An embodiment of the present invention will now be 
described with reference to the accompanying drawings. 

FIG. 1 shows a configuration of a home network 
system using an electronic apparatus according to an 
embodiment of the present invention. The electronic 
apparatus is a home server 101 that manages a plurality 
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of devices connected to a home network 10. 

The home network 10 is an in-home local area 
network and implemented by, e.g., an IEEE 802.3 
network. The home server 101 can communicate with 
5 each of devices 104 to 108 via the home network 10. 

The devices 104 to 108 are connected to the home 
network 10. 

The devices 104 to 106 are home electrical 
devices. The device 104 is, for example, a TV having a 

10 communication function of connecting the device to the 

home network 10. The device 105 is, for example, a 
camera (also called a camcorder) having a communication 
function of connecting the device to the home network 
10. The device 106 is, for example, an audio system 

15 having a communication function of connecting the 

device to the home network 10. The TV 104, camera 105 
and audio system 106 each have an IEEE 8 02.3 communi- 
cation device and are connected to the home network 10 
by wire. 

20 The devices 107 and 108 are portable information 

devices. The device 107 is a mobile device having a 
communication function of wirelessly connecting the 
device to the home network 10. The device 107 is, for 
example, a mobile phone. The device 108 is a mobile 

25 device having a communication function of wirelessly 

connecting the device to the home network 10. The 
device 108 is, for example, a PDA. The mobile phone 



107 and PDA 108 each have a wireless communication 
device that performs, e.g., IEEE 802.11 wireless 
communication (wireless LAN) , and are wirelessly 
connected to the home network 10 through a wireless 
access point or the like. 

The home network 10 is not limited to the IEEE 
802.3 or IEEE 802.11. For example, it can be 
implemented by other standards such as USB (universal 
serial bus), IEEE 1394 and Bluetooth™. 

The above home network system employs the Internet 
Protocol (IP) as communication protocol. An identifi- 
cation number (IP address) is uniquely assigned to each 
of the devices 104 to 108 and home server 101 which are 
connected to the home network 10 wirelessly or by wire. 
The home server 101 has a function of dynamically 
assigning an IP address to each of the devices 104 to 
108 -connected to the home network 10. 

The above function is fulfilled by a DHCP (dynamic 
host configuration protocol) server 102 provided in the 
home server 101. The DHCP server 102 replies to an IP 
address issuing request from a device connected to the 
home network 10 and dynamically assigns an IP address 
to the device. Each of the devices 104 to 108 sends an 
IP address issuing request to the home server 101 when 
it is connected to the home network 10. The DHCP 
server 102 assigns different IP addresses to the 
devices 104 to 108. For example, the following IP 



addresses are assigned to the devices 104 to 108. 



TV 104 



IP address 



192.168.0.100 



Camera 105 



IP address 



192.168.0.101 



Audio system 106 



IP address 



192.168.0.102 



Mobile phone 107 



IP address 



192.168.0.103 



PDA 108 



IP address 



192.168.0.104 



The home server 101 uses device management 
information 103 to manage the IP addresses assigned to 
the devices on the home network 10, status information 
of the devices, and description information indicative 
of descriptions of the devices. The status information 
represents whether a power state of each of the devices 
is a power-on state or a power-off state. The 
description information includes device attribute 
information indicating, e.g., the names and types of 
the devices. 

When the home server 101 assigns an IP address to 
a device, it stores the IP address in the device 
management information 103. The home server 101 
communicates with a device to which an IP address is 
assigned to detect a power-on/power-off state of the 
device and store the detected power state in the device 
management information 103 as status information. The 
home server 101 also communicates with a device to 
which an IP address is assigned to acquire device 
attribute information from the device and store the 
information in the device management information 103 as 



a description of the device. 

The power-on state of a device means that the 
device is active. In other words, a device in a power- 
on state is performing its own function. The power-off 
state of a device means that the device is on standby. 
In other words, a device in a power-off state is not 
performing its own function. For example, in a device 
having a main power and an operation power, the device 
is in a power-off state (on standby) if the main power 
is on but the operation power is off. The communica- 
tion function of each device can usually be carried out 
while the device is on standby. 

FIG. 2 shows an example of a configuration of the 
home server 101. 

As shown in FIG. 2, the home network (LAN) 10 is 
connected to the Internet via a router 12. The mobile 
phone 107 -and PDA 108 are wirelessly connected to the 
home network (LAN) 10 through a wireless access point 
(AP) 11. 

The home server 101 includes a system bus 200, a 
CPU (central processing unit) 201, a memory 202, a hard 
disk drive (HDD) 203 and a communication device 204. 
The CPU 201 is a processor that controls an operation 
of the home server 101 and executes control programs- 
stored in the memory 202. 

The hard disk drive (HDD) 203 is a data storage 
device that stores the device management information 
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103 described above. The communication device 204 
communicates with each of the devices 104 to 108 via 
the home network 10. 

The router 12 can be built in the home server 101. 
5 Both the router 12 and wireless access point 11 can 

also be built in the home server 101. 

The following are descriptions of services 
provided to each of the devices 104 to 108 by the home 
server 101. 

10 The control programs contain a function of 

managing the power-on/power-off states of the devices 

104 to 108 and a function of providing various services 
to a user of the home network system using the device 
management information 103 as well as a function of the 

15 DHCP server 102 described above. The following are 

three main services to be provided. 

(1) Automatic alarm message notifying - service : 
This service is a function of notifying other 
devices on the home network 10 of an alarm message when 

20 a predesignated mobile device (e.g., mobile phone 107 

or PDA 108) is disconnected from the home network 10. 
The alarm message is sent to a power-on device that is 
currently powered on via the home network 10, When 
the mobile device moves outside a communication area 

25 capable of wireless communication with the home network 

10, they are disconnected from each other. If a mobile 
device is carried by an elderly poriomaniac, an alarm 



message can automatically be sent to a power-on device 
when the person goes out of the house. There is a 
strong possibility that there is someone near the 
power-on device. If the TV 104 turns on when the 
mobile device and the home network 10 are disconnected 
from each other, the alarm message is automatically 
sent to the TV 104. Thus, a viewer of the TV 104 can 
directly be notified that the elderly person goes out. 

The CPU 2 01 includes a control unit which 
determines whether the predesignated mobile device 
(e.g., PDA 108) is disconnected from the home network 
10, and a message sending unit which sends the alarm 
message the power-on device when the predesignated 
mobile device (e.g., PDA 108) is disconnected from the 
home network 10, in order to execute the automatic 
alarm message notifying service. 

(2) Power-of f-f orget preventing service: — 
This service is a function of notifying a user of 
a predesignated mobile device (e.g., mobile phone 107 
or PDA 108) of the power-on/power-off states of a 
plurality of devices by distributing the device 
management information 103 to the mobile device in 
advance. The mobile device has a function of 
automatically issuing an alarm indicative of the 
existence of a power-on device based on the device 
management information 103 distributed from the home 
server 101 when the mobile device is disconnected from 



the home network 10. Thus, the user of the mobile 
device can confirm whether he or she forgets to turn 
off the power of the device when he or she goes out. 

(3) Automatic power-off service 

This service is a function of automatically 
switching a given device on the home network 10 from 
the power-on state to the power-off state when a 
predesignated mobile device (e.g., mobile phone 107 or 
PDA 108) is disconnected from the home network 10. 

An explanation as to how the above automatic alarm 
message notifying service is executed will now be given 
with reference to FIG. 3. 

FIG. 3 is a sequence chart showing a flow of an 
operation for when a mobile device predesignated as a 
device to be monitored is disconnected from the home 
network 10, sending an alarm message to another power- 
on device;- 

The operation flow will be described paying 
attention to only the TV 104 and PDA 108 of the devices 
104 to 108 shown in FIG. 1 for the sake of brevity. 
The PDA 108 is a specific mobile device that is 
predesignated as a device to be monitored. 

Assume that the TV 104 and PDA 108 are already 
connected to the home network 10 and the home server 
101 assigns an IP address to each of the TV 104 and 
PDA 108. 

When the TV 104 turns on, or the TV 104 shifts 
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from the power-off state (standby state) to the power- 
on state (active state) , the TV 104 notifies the home 
server 101 of the shift from the power-off state to the 
power-on state via the home network 10 (step S301) . 
5 The home server 101 replies to the notification from 

the TV 104 and updates status information corresponding 
to the TV 104 in the device management information 103 
from a value indicating the power-off state to a value 
indicating the power-on state (step S302) . 

10 If the TV 104 turns off, or if the TV 104 shifts 

from the power-on state (active state) to the power-off 
state (standby state) , the TV 104 notifies the home 
server 101 of the shift from the power-on state to the 
power-off state via the home network 10, The home 

15 server 101 replies to the notification of the shift in 

state from the TV 104 to update status information 
corresponding to the TV 104 in the device management 
information 103 from a value indicating the power-on 
state to a value indicating the power-off state. 

20 When the PDA 108 turns on, or when the PDA 108 

shifts from the power-off state (standby state) to the 
power-on state (active state), it notifies the home 
server 101 of the shift in state via the home network 
10 (step S303) . The home server 101 replies to the 

25 notification from the PDA 108 to update status 

information corresponding to the PDA 108 in the device 
management information 103 from a value indicating the 



power-off state to a value indicating the power-on 
state (step S304) . 

In this way, the home server 101 monitors a power 
state of each device by communication between the 
communication device 204 and the device. The home 
server 101 can periodically send a message to each 
device in order to inquire the device of the current 
power state without each device sending a notification 
about a shift in state to the home server 101. 

After that, the home server 101 periodically sends 
a state confirmation message to the PDA 108 via the 
home network 10 in order to detect that the PDA 108 is 
disconnected from the home network 10 (steps S305 and 
S308) . If the PDA 108 is wirelessly connected to 
the home network 10, it gives a reply to the state 
confirmation message to the home server 101 via the 
home- network 10 (step S306) . The home server 101 
confirms the state of the PDA 108, or whether the PDA 
108 is wirelessly connected to the home network 10 in 
accordance with the presence or absence of a reply to 
the state confirmation message (steps S307 and S309) . 

Usually, even though a device is disconnected from 
the network, another device on the network cannot know 
the disconnection. Thus, the home server 101 sends a 
state confirmation message to a predesignated device to 
be monitored at regular time intervals to confirm 
whether the device is present on the home network 10. 
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A period of minutes is usually enough for the time 
interval at which a state confirmation message is sent, 
but a period of seconds will be fine. 

If the PDA 108 moves outside a communication area 
5 capable of wireless communication with the home network 

10, or if the PDA 108 is disconnected from the home 
network 10, no reply. to a state confirmation message is 
made. The home server 101 determines that the PDA 108 
is disconnected from the home network 10 if no reply is 

10 returned when a given period of time elapses after the 

home server 101 sends a state confirmation message. 
Needless to say, the determination can be made not on 
only the condition that there is no reply to one state 
confirmation message even after a lapse of a given 

15 period of time but on the condition that no reply is 

made even though several (e.g., three) state confirma- 
tion-messages are repeatedly sent. 

When the home server 101 detects that the PDA 108 
is disconnected from the home network 10, it sends an 

20 alarm message to a power-on device that is connected to 

the home network 10 via the home network 10 in order to 
notify the device that the PDA 108 is disconnected from 
the home network 10 (step S310) . The home server 101 
can detect the power-on device based on the status 

25 information of the device management information 103. 

If the TV 104 is currently powered on, the home server 
101 sends an alarm message to the TV 104 via the home 



network 10 to notify the TV 104 that the PDA 108 is 
disconnected from the home network 10. 

The alarm message indicates that the PDA 108 is 
disconnected from the home network 10 or an owner of 
the PDA 108 moves outside a communication area capable 
of wireless communication with the home network 10. In 
response to the alarm message, the TV 104 displays, for 
example, a character string such as "Missing" on the TV 
screen (the character string is superimposed on a TV 
image) . If the PDA 108 is carried by an elderly 
person, a viewer of the TV 104 in another room can 
notice that he or she goes out. 

The character string such as "Missing" can be 
stored in advance in the TV 104 or an alarm message 
including the character string can be sent to the TV 
104 from the home server 101. In place of the 
character string, a voice signal such as "Missing" can 
be output from the TV 104 as voice. 

If a plurality of devices connected to the home 
network 10 are currently powered on, an alarm message 
can be sent to each of the devices. It is thus 
possible to increase the possibility of notifying a 
family that an elderly person with the PDA 108 is 
missing. Any device can be used as a mobile device 
carried by an elderly person if it has a wireless 
communication function. The mobile device is not 
limited to an information device such as a mobile phone 



and a PDA. A wireless device that is much smaller than 
the mobile phone and PDA can be used. 

In the home network system according to the 
embodiment of the present invention, when a pre- 
designated mobile device is disconnected from the home 
network 10, an alarm message is sent to another power- 
on device on the home network 10. There is a strong 
possibility that there is someone near the power-on 
device such as TV. If, therefore, the mobile device is 
carried by an elderly poriomaniac, a viewer of the 
power-on TV can be notified at once that he or she goes 
out . 

A procedure for the automatic alarm message 
notifying operation performed by the home server 101 
will now be described with reference to the flowchart 
shown in FIG. 4. 

- The home server 101 communicates with devices 104 - 
to 108 on the home server 10 using the communication 
device 204 to confirm the states of the devices 104 to 
108 (step S401) . In step S401, the home server 101 
monitors whether a power state of each of the devices 
104 to 108 is a power-on state or a power-off state, 
and also periodically confirms whether a designated 
specific device (mobile device) is present on the home 
network 10 or not. 

When the home server 101 detects that the 
designated specific device is disconnected from the 
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home network 10 (YES in step S402), it searches the 
device management information 103 for a power-on one of 
the devices connected to the home network 10 (step 
S403) . By communication between the detected device 
5 and communication device 204, the home server 101 sends 

an alarm message to the detected device to notify 
the device that the designated specific device is 
disconnected from the home network 10 (step S404) . 
If the home server 101 detects a plurality of 

10 power-on devices in step S403, it sends an alarm 

message to the devices in step S404. 

The alarm message can be sent not only to a device 
on the home network 10 but also to the mobile phone 107 
by electronic mail via the Internet, 

15 As shown in FIG. 5, the home server 101 detects a 

power-on device on the home network 10 (step S4 03) and 
then performs an operation of step S501. In step S501> 
the home server 101 sends an alarm message to the 
power-on device through the home network 10 and sends 

20 electronic mail including a character string of the 

alarm message to the mobile phone 107 via the Internet. 
Thus, even though an owner of the mobile phone 107 is 
out, he or she can be notified at once that an elderly 
person is missing. 

25 An explanation as to how the above power-off- 

forget preventing service is executed will now be given 
with reference to FIG. 6. 



FIG. 6 is a sequence chart showing a flow of an 
operation of distributing the device management 
information 103 to the specific mobile device 
designated in advance to notify the specific mobile 
device of the power state of each device. 

The flow of the operation in FIG. 6 will now be 
described paying attention to only the TV 104 and PDA 
108 of the devices 104 to 108 shown in FIG. 1 for the 
sake of brevity. The PDA 108 is a specific mobile 
device designated in advance. 

Assume that the TV 104 and PDA 108 are already 
connected to the home network 10 and an IP address 
has already been assigned to each of the TV 104 and 
PDA 108. 

When the TV 104 turns on or the TV 104 shifts from 
the power-off state (standby state) to the power-on 
state (active state) , the TV 104 notifies the home 
server 101 of the shift from the power-off state to 
the power-on state through the home network 10 (step 

5601) . The home server replies to the notification 
from the TV 104 to update status information corre- 
sponding to the TV 104 in the device management 
information 103 from a value indicating the power-off 
state to a value indicating the power-on state (step 

5602) . If the TV 104 turns off, or if the TV 104 
shifts from the power-on state (active state) to the 
power-off state (standby state) , it notifies the home 



server 101 of the shift in state through the home 
network 10, The home server 101 replies the notifica- 
tion of the shift in state from the TV 104 to update 
status information corresponding to the TV 104 in 
the device management information 103 from a value 
indicating the power-on state to a value indicating the 
power-off state. 

When the PDA 108 in itself turns on, it notifies 
the home server 101 of a shift from the power-off state 
to the power-on state via the home network 10 (step 
S603) . The home server 101 replies the notification 
from the PDA 108 to update status information corre- 
sponding to the PDA 108 in the device management 
information 103 from a value indicating the power-off 
state to a value indicating the power-on state 
(step S604) . 

The PDA 108 "then sends a device management 
information request to the home server 101 via the home 
network 10 (step S605) . In response to this request, 
the home server 101 sends the device management 
information 103 to the PDA 108 via the home network 10. 
Thus, the PDA 108 can acquire the power states of the 
devices on the home network 10 together from the home 
server 101 without checking the power states 
individually. The device management information 
request is periodically sent to the home server 101 
from the PDA 108 at regular time intervals. The PDA 



108 can recognize the latest power state of each of the 
devices . 

When the user of the PDA 108 goes out, the PDA 108 
is disconnected from the home network 10. If the user 
operates to disconnect the PDA 108 from the home 
network 10, the PDA 108 sends to the home server 101 a 
notification that the PDA 108 is disconnected or a 
notification that the PDA 108 shifts from the power-on 
state to the power-off state (step S607) . In response 
to the notification, the home server 101 updates the 
device management information (step S608) . The 
disconnection operation is not always necessary to 
perform. When the PDA 108 moves outside a communi- 
cation area capable of wireless communication with the 
home network 10, it is automatically disconnected from 
the home network 10. 

- When the -PDA 108 is disconnected from-the home 
network 10, it performs an operation to check the 
contents of the device management information 103 
acquired from the home server 101 (step S609) . In step 
S609, the PDA 108 issues an alarm if a still power-on 
device remains on the home network 10. Thus, the user 
of the PDA 108 can confirm whether he or she forgets to 
turn off the power of a device when he or she is out. 

A procedure for the device management information 
checking operation performed by the PDA 108 in step 
S609 will now be described with reference to the 



flowchart shown in FIG. 7, 

The PDA 108 determines whether the PDA 108 in 
itself is disconnected from the home network 10 (step 
S701) . When the PDA 108 detects that the PDA 108 is 
disconnected from the home network 10, the PDA 108 
checks the contents of the device management 
information 103 acquired in advance from the home 
server 101 and determines whether a still power-on 
device remains on the home network 10 (steps S7 02 
and S703) . 

If a still power-on device remains on the home 
network 10 (YES in step S703) , the PDA 108 displays a 
character string indicating the name of the still 
power-on device on the screen of the PDA 108 and issues 
an alarm in order to notify the user that the still 
power-on device is present (step S704) . 

An automatic power-off operation performed by the 
home server 101 will now be described with reference to 
the flowchart shown in FIG. 8. 

The home server 101 communicates with the devices 
104 to 108 on the home server 10 using the communi- 
cation device 204 to confirm the states of the devices 
104 to 108 (step S801) . In step S801, the home server 
101 monitors whether the power state of each of the 
devices 104 to 108 is a power-on state or a power-off 
state and also periodically confirms whether a 
designated specific device (mobile device) is present 
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on the home network 10. 

When the home server 101 detects that the 
designated specific device is disconnected from the 
home network 10 (YES in step S802) , it searches the 
device management information 103 for another power-on 
device on the home network 10 (step S803) • By 
communication between the detected device and the 
communication device 204, the home server 101 sends a 
power-off command to the detected device via the home 
network 10 to turn off the power of the detected device 
(step S804) . 

A device whose disconnection is to be monitored 
can be designated for each of the automatic alarm 
message notifying operation, power-of f-f orget 
preventing operation and automatic power-off operation. 
These operations can thus be performed at the same 
time . 

The contents of the device management information 
103 managed by the home server 101 can be accessed by 
an external terminal via the Internet. If a remote- 
control command is sent to the home server 101 from an 
external terminal via the Internet, the home server 101 
can control the power-on/power-off of each device on 
the home network 10. 

Additional advantages and modifications will 
readily occur to those skilled in the art. Therefore, 
the invention in its broader aspects is not limited to 
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the specific details and representative embodiments 
shown and described herein. Accordingly^ various 
modifications may be made without departing from the 
spirit or scope of the general inventive concept as 
5 defined by the appended claims and their equivalents. 



